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CENIC is a 501(c)(3) with the mission to 
advance education and research statewide by 
providing the world-class network essential for 
innovation, collaboration, and economic 
growth.

Charter Associates:
• California K-12 System
• California Community Colleges
• California State University System
• Stanford, Caltech, USC
• University of California System
• California Public Libraries
• Naval Postgraduate School
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20,000,000 Californians use CENIC

● A non-profit chartered & governed by its members 
● Collaborates with over 750 private sector partners 

and contributes > $100,000,000 to the CA Economy
● 24 plus years of connecting California

● 8,000+ miles of optical fiber
● Members in all 58 counties connect via fiber-

optic cable or leased circuits from telecom 
carriers

● Over 12,000 sites connect to CENIC



MANRS: Mutually Agreed Norms for Routing Security

• CENIC recently became a MANRS 
Network Operator Participant in 
December 2022

• Participants commit to four actions:
• Action 1: Filtering
• Action 2: Anti-Spoofing (optional)
• Action 3: Coordination
• Action 4: Global Validation



MANRS Observatory



Action 1: Prevent propagation of incorrect routing information

• Generating prefix filters:
• We configure our customer-facing/CPE 

devices to drop all prefixes except those 
the customer is authorized to announce.

• We use standardized templates for Junos 
and IOS-XR, to reduce the chance of 
errors by the implementing engineer.

• Verifying ASNs and IP blocks:
• We check WHOIS data to verify that a 

customer is authorized to use the 
resources they intend to announce.



How do we verify Action 1?

• CIDR Report
• Gives an overview of the prefixes and ASNs 

we are announcing, and highlights bogons
• IPv4: https://www.cidr-report.org/as2.0/
• IPv6: https://www.cidr-report.org/v6/as2.0/

• MANRS Observatory
• The MANRS observatory measures route 

leaks, misoriginations, hijacks, and bogons 
by us and our customers.

https://www.cidr-report.org/as2.0/
https://www.cidr-report.org/v6/as2.0/


Action 2: Prevent traffic with spoofed source IP addresses

• Unicast Reverse Path Forwarding (uRPF)
• We implement uRPF loose mode in our 

standard router configurations.
• Loose mode is not adequate to stop most 

spoofing—only certain bogon addresses

• Source address filtering with ACLs
• We also add ACLs on our customer 

interfaces whenever feasible – these are 
typically added in conjunction with the 
prefix filters mentioned previously



How do we verify Action 2?

• CAIDA Spoofer
• Spoofer client software runs from our 

own network and attempts to send 
traffic with spoofed source addresses

• Results are sent to CAIDA and are 
publicly visible

• Not a comprehensive spoofing 
detection system—requires active 
participation by networks.

• MANRS Action 2 requires CAIDA 
spoofer to be run from at least two 
network segments.



Action 3: Facilitate global operational communication and 
coordination

• We maintain updated contact info in:
• PeeringDB
• ARIN (whois)
• RADb



Action 4: Facilitate routing information on a global scale

• We maintain updated IRR 
objects in RADb:
• route
• route6
• aut-num
• as-set

• We proxy-register objects on 
behalf of customers that are 
unable/unwilling to do so

• We are still working on 
implementing RPKI and signing 
ROAs



How do we verify Action 4?

• We frequently check our ASNs in 
NLNOG’s IRR Explorer tool

• https://irrexplorer.nlnog.net/
• Lists and compares the ASNs 

associated with each prefix in 
BGP, RPKI, and multiple IRRs.

• MANRS Observatory also detects 
obvious issues, but not as 
detailed and comprehensive.

https://irrexplorer.nlnog.net/


We have lots of room for improvement…

• Action 1 (prefix filtering):
• We do not yet generate filters from 

IRR data (e.g. with bgpq3)
• We do not have a defined procedure 

to audit and update our filters after 
their initial creation

• Action 2 (anti-spoofing):
• We should install the CAIDA spoofer 

client on many more network 
segments/source address ranges

• We do not have a defined procedure 
to audit and update our ACLs after 
their creation
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• Action 3 (coordination):
• Our de facto ASNs 2152 and 2153 are 

still officially assigned to the CSU 
Chancellor’s Office—we do not have 
full control over them in ARIN

• Action 4 (global validation):
• We need to better define our internal 

procedures for updating RADB—our 
engineers sometimes forget to make 
these updates

• We need to sign ROAs for our 
prefixes: this is in active planning



Thank You

Christopher Bruton (he/him)
Core Engineer at CENIC (AS 2152)
cbruton@cenic.org
https://www.linkedin.com/in/christopherbruton
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