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International Cooperation

13 research organizations from 

11 Asian countries
2 research organizations from 

European countries
TEIN*CC

SingAREN, Singapore

ThaiRen, Thailand

MYREN, Malaysia

LEARN, Sri Lanka

NREN, Nepal

PERN, Pakistan

BdREN, Bengal

CamREN, Cambodia

AfgREN, Afghanistan

University of Computer Studies, Yangon, 

Myanmar

University of Malaya , Malaysia

Mae Fah Luang University, Thailand

University of Gottingen, Germany

University of Surrey, UK

14 countries, 23 research organizations

Excellent Mix of Key Experiences of  IPv4/IPv6 Network Management

Promote Network Technology Innovation and 

Application Demonstration

8 Chinese research 

organizations
Tsinghua University

BUPT

CAS

Bit-Way 

Shenzhen Research Institute, HKPU

UESTC

Shandong University

eHualu
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Project Plan & Schedule

2020.6 2023.62021.12

1st year
Breakthrough key 

technologies

Investigate 
Collaborative 
Management 

Architecture Model 
for IPv6 Cyberspace 

and other key 
technologies

2nd year
Prototype and 

systems

Develop prototype 
and systems, and 

design 
demonstration

3rd year
Demonstration

Integrate 
prototype and 

systems, and do 
demonstration and 

evaluation 

Mid-term End of projectStart



Working Group



Work Progress

• Progress In the Following Aspect:

• Active Probe Platform—GPerf

• Passive Traffic Measurement—FlowWatch

• Network Looking Glass—CGTF LG

• BGP Routing Sharing —CGTF RIS

• BGP Routing Monitoring and Analysis — BGPWatch

Project Web Site: 
https://cgtf.net



Active Probe Platform—GPerf



What is GPerf ?

➢ An active Internet measurement platform

• Mechanism: Initiate detections through several deployed probes

• Target: Domain names on the Internet

• Purpose: Obtain and visualize periodic results

➢ Functions provided
a) ping
b) dig 
c) curl
d) traceroute

➢ Supports both IPv4 and IPv6



Homepage
https://gperf.cgtf.net/



Available Probe list

• The webpage shows the status, name, IP address and location of 
each available probe



Create your probe task goup



Manage task group

• Only the task group creator can perform the ‘Stop’ and ‘Delete’ 
operations to the corresponding task

• Click the ‘Info’ operation of a task group to enter the task group 
details interface



View Task Results

• The task group interface shows the average value of the most recent 
detection results for each target domain name

• Click the ‘Info’ operation of a domain name row to view the details of 
detection results for the corresponding domain name



Result Details



Passive Traffic Measurement—
FlowWatch



Traffic Measurement System

• Input: rawpacket or netflow traffic

• Speed-up techniques
• Each flow has a unique ID which is hashed with its five-tuple, so it’s fast to 

match the active flow that one packet belongs to

• Use Aho-Corasick algorithm to match string pattern in the knowledge base

• http://flowwatch.cgtf.net

Identify APP type 
of the Flow  

http://flowwatch.cgtf.net/


• Classify traffic 
into  application 
by nDPI

• Distribution 
data by Kafka to 
deal with high 
traffic 

• Aggregate and 
do statistics on 
the data

• MongoDB can 
be clustered to 
deal with high 
traffic

Architecture

MongoDB

Kafka

nDPI

Home

Application

Overview One-Way

IP Flow

Template engine 
rendering

Post Request Ge RequestAxios
Interaction

HTML CSS VUE
Front-end 

UI

Presentation 
layer

Database

Middleware

Classification

Transaction 
layer



TOP 10 APP



Statistics of Each APP 



TOP 10 IP



Detail of Application



Detail of IP



Detail of Flow



Deployed at BDREN

BDREN, throughput reaches 10Gbps



Deployed at ThaiREN and LEARN

ThaiREN LEARN



Network Looking Glass—
CGTF LG



Looking Glass Architecture



• Open Source:

• https://github.com/gmazoyer/looking-glass

• 5 commands

• Query speed limit for security

• More partners is welcomed

CGTF Looking Glass

• 7 Education & Research network joined

https://lg.cgtf.net

https://lg.cgtf.net/


Our Work on LG

• Paper:  
“Discovering 
obscure 
looking glass 
sites on the 
web to 
facilitate 
internet 
measurement 
research”——
CoNEXT’21

• 2500 LGs



• 1,446 known LG VPs in 386 cities of 75 countries

• 910 obscure LG VPs in 282 cities in 55 countries

✓The 910 obscure VPs cover 8 
exclusive countries and 160 
exclusive cities, where no 
known LG VPs have been 
found before

✓The 8 countries are mainly 
distributed in East Africa 
and South Asia 

Obscure Looking Glass Sites 

https://github.com/zhuangshuying18/discover_obscure_LG



BGP Routing Sharing —
CGTF RIS



BGP Routing Sharing: CGTF RIS

⚫ Collecting server：Use routing FRR[2] to simulate a real BGP router

⚫Border routers: Connect with the collecting server by BGP peering

⚫ Feature: Lively Advertise Routing Announcements 

Internal router

Border router

Collecting server

AS2 AS3
BGP

AS1

Collecting server

Border router

Internal router

Periodically export BGP routing 

information in MRT format

database
Download and use the bgpdump[3] tool 

to parse the metadata via HTTP

Users

Lively Advertise Routing Announcements through Web Socket
(withdrawal/announcement)



CGTF RIS

We have established BGP session with 15 partners.

Configuration manual can be accessed at

https://www.bgper.net/index.php/document/

No. Partner No. Partner

1 APAN-JP 9 MYREN

2 AARNET 10 PERN

3 BDREN 11 REANNZ

4 CERNET 12 SINGAREN

5 HARNET 13 ThaiSARN

6 ITB 14 TransPAC

7 KREONET 15 NREN

8 LEARN

https://bgp.cgtf.net

https://www.bgper.net/index.php/document/
https://bgp.cgtf.net/


CGTF RIS Collector

• Just have your border router establish an eBGP session with our 
collector:

• Our Collector ASN：65534 

• Our Collector1 IPv4 address：47.241.43.108 

• Our Collector1 IPv6 address: 240b:4000:b:db00:8106:7413:738f:e9ed 

• Our Collector2 IPv4 address：203.91.121.227 

• Our Collector2 IPv6 address：2001:da8:217:1213::227



BGP Routing Monitoring and 
Analysis — BGPWatch



• Hijacking Detection

• Hijacking Statistics

• Dashboard:AS info

• Routing Search：
• forward, reverse, bi-direction

• Subscribe, Alarming

BGP Routing Monitoring and Analysis: BGPWatch



• Knowledge-based real-tIme BGP hIjacking Detection System

• Public BGP event reporting servcie

• Based on MOAS(subMOAS) 

• Rely on Domain Knowledge （ROA，IRR，AS relationship etc)

• URL: https://bgpwatch.cgtf.net

Hijacking Detection

https://bgpwatch.cgtf.net/


• About 5 mins delay,  much better 
than other systems

• Notify immediately when an event is 
detected, minimizing damage from 
hijackings

• Understanding  how the BGP routing 
changes 

• Analyze the extent of the impact of 
the event

Features --- Quick Response, Event replay



Features --- Event level evaluation

• Evaluate event impact based on importance of AS and prefix.



• Statistical analysis of event time,affected prefix, AS, country, etc. 

• Global routing system security situational awareness

Features --- Event Statistics Analysis



Overview---Statistics for Anomaly Events

Do statistics by country/region, AS, and by yearly, monthly, weekly, and daily



•截屏2022-07-31 下午7.17.42

•截屏2022-07-31 下午7.18.17

DashBoard --Basic Info

Support Prefix Searching



IPv4 Key Peers Information

Prefix Exchange of Key Partners



IPv6 Key Peers Information

https://bgpwatch.cgtf.netPrefix Exchange of Key Partners



Routing Path Search

Put a prefix or an IP, they can be either IPv4 or IPv6. Return paths of  all sub networks and super 

networks of the input prefix. Group Prefixes with the same routing path.



Reverse Routing Path

Put a prefix or an IP, they can be either IPv4 or IPv6. 
The system will search the best matched prefix and return the reverse routing tree.



Reverse Routing Path (TOPO)

• With better interactivity
• Can display the path to an AS
• Support search
• The number of layers to display can be selected



Bi Direction Routing Path

Put a prefix or an IP, they can be either IPv4 or IPv6. 
The system will search the best matched prefix and return the reverse routing tree.



Subscribe and Send Alarm Email to Subscriber



◼ Establishing a Transnational 
Digital Divide Management

◼ Improve Cooperation 
Mechanisms, Governance rules 
and technical standards

Promoting shared Development 
benefits Sharing

◼ Shaping“Hard and Soft
Laws”under UN Framework

◼ Classification of Data Security 
Management and Cross-
Border Flows

◼ Improving International 
Cooperation Mechanisms for 
Managing Basic Internet 
Resources

Deepening Security 
Cooperation 
Mechanisms

Systematizing Governance Rules:
Combining Law and Tech

◼ Strengthen the role of  
UN as the main channel

◼ Enhancing Degree of
Participation of ICANN

Internationalizing
Governance Subjects

Initiative on the New Governance Rules

◼ Meta-Rules
◼ Enforcement Rules
◼ Adjudication Rules
◼ Technical Standards



Application of New Rule System:

Draft of Regional Governance Rules for IPv6 Cyberspace 

(Scholars' Proposal)

Table of Contents

Chapter I General Provisions

Chapter II Development of Cyberspace

Chapter III Cyberspace Security

Chapter IV Network Governance 

Enforcement Mechanism and Credit 

System

Chapter V Operation Mechanism of 

Regional Cooperation in Network 

Governance

Chapter VI Supplementary Provisions

[Highlights] 

Chapter IV Network Governance 
Enforcement Mechanism and Credit 
system

Article 24 [Purpose of Network Credit 
System Construction]

Article 25 [Recognition of Credit Standing]

Article 26 [Credit Information 
Management]

Article 27 [Regional Credit Early Warning 
Platform]

Article 28 [Incentive to Keep Faith and 
Constraints on Faith Breaking]

Article 29 [Credit Repair]



Summary and Future Work

• Have done something on active probing, passive monitoring, BGP 
routing, looking glass

• Keep working on improving Internet security

• Welcome suggestions from internet society

Welcome more partners join the community
Contact us: sec@cgtf.net
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