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MANRS

REANNZ PEERINGS

• Internet

• NREN

• Private Interconnects

• Member (Internet Service Handovers)
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MANRS

PRE-MANRS

REANNZ Created
(2006)

(2006)
Hand-crafted Route Filters 

on Member Edge
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MANRS

IP ADDRESS MANAGEMENT (IPAM)
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MANRS

PRE-MANRS

Centralise Member 
Routing Information

(2015)

(2015)
Automation of REANNZ 
+ Member IRR Entries

Automation of Route 
Filters on Member Edge

(2015)
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MANRS

INTRODUCING MANRS

Desire to improve global 

Internet routing security
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MANRS

MANRS

Creation 
of 

REANNZ 
ROAs
(2019)

(2019)
RPKI 

ROV on 
Upstream 

Edge

Ensure 
RADB, 

PeeringDB, 
whois

contact 
information 
is up to date

(2020)

(2020)
MANRS 

Application 
Approved

RPKI 
ROV on 
Member 

Edge
(2022)

(2022-
present)

Anti-spoofing 
ACLs on 

Member Edge
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MANRS

ANTI-SPOOFING ACLS - SAFE

filter RNZ-filter-autogen-safe {

term v4-rpf {

from {

source-prefix-list {

RNZ-rpf-prefixes;

}

}

then {

count RNZ-rpf-pass;

accept;

}

}

term v4-leak-icmp {

from {

protocol icmp;

icmp-type [ unreachable

time-exceeded

echo-reply ];

}

then {

policer RNZ-rpf-leak-icmp-policer;

count RNZ-rpf-leak-icmp;

accept;

}

}

term final {

then {

count RNZ-rpf-fail;

accept;

}

}
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MANRS

ANTI-SPOOFING ACLS - SAFE
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MANRS

ANTI-SPOOFING ACLS - FINAL

filter RNZ-filter-autogen {

term v4-rpf {

from {

source-prefix-list {

RNZ-rpf-prefixes;

}

}

then {

count RNZ-rpf-pass;

accept;

}

}

term v4-leak-icmp {

from {

protocol icmp;

icmp-type [ unreachable

time-exceeded

echo-reply ];

}

then {

policer RNZ-rpf-leak-icmp-policer;

count RNZ-rpf-leak-icmp;

accept;

}

}

term final {

then {

count RNZ-rpf-fail;

discard;

}

}
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MANRS

LEARNINGS

• Routing security is everyone’s responsibility

• Community and collaboration is key

• Look for incremental improvements

• Maintain an IPAM

• Automate, automate, automate
– Validity tests

– Config generation
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MANRS – LEARNINGS

LEARNINGS

• Routing security is a journey, not a destination

https://www.manrs.org/isps/participants

https://www.manrs.org/isps/participants
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7 July 2023

THANK YOU
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