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International Cooperation

13 research organizations from 

11 Asian countries
2 research organizations from 

European countries
TEIN*CC

SingAREN, Singapore

ThaiRen, Thailand

MYREN, Malaysia

LEARN, Sri Lanka

NREN, Nepal

PERN, Pakistan

BdREN, Bengal

CamREN, Cambodia

AfgREN, Afghanistan

University of Computer Studies, Yangon, 

Myanmar

University of Malaya , Malaysia

Mae Fah Luang University, Thailand

University of Gottingen, Germany

University of Surrey, UK

14 countries, 23 research organizations

Excellent Mix of Key Experiences of  IPv4/IPv6 Network Management

Promote Network Technology Innovation and 

Application Demonstration

8 Chinese research 

organizations
Tsinghua University

BUPT

CAS

Bit-Way 

Shenzhen Research Institute, HKPU

UESTC

Shandong University

eHualu
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Project Plan & Schedule

2020.6 2023.62021.12

1st year
Breakthrough key 

technologies

Investigate 
Collaborative 
Management 

Architecture Model 
for IPv6 Cyberspace 

and other key 
technologies

2nd year
Prototype and 

systems

Develop prototype 
and systems, and 

design 
demonstration

3rd year
Demonstration

Integrate 
prototype and 

systems, and do 
demonstration and 

evaluation 

Mid-term End of projectStart



Working Group



Work Progress

• Progress In the Following Aspect:

• Active Probe Platform—GPerf

• Passive Traffic Measurement—FlowWatch

• Network Looking Glass—CGTF LG

• BGP Routing Sharing —CGTF RIS

• BGP Routing Monitoring and Analysis — BGPWatch

Project Web Site: 
https://cgtf.net



What is GPerf ?

➢ An active Internet measurement platform

• Mechanism: Initiate detections through several deployed probes

• Target: Domain names on the Internet

• Purpose: Obtain and visualize periodic results

➢ Functions provided
a) ping
b) dig 
c) curl
d) traceroute

➢ Supports both IPv4 and IPv6



Available Probe list

• The webpage shows the status, name, IP address and location of 
each available probe



Result Details



Traffic Measurement System

Identify APP type 
of the Flow  

http://flowwatch.cgtf.net

• Input: rawpacket or 
netflow traffic

• Classify traffic into  
application by nDPI

• Distribution data by 
Kafka to deal with 
high traffic 

• Aggregate and do 
statistics on the data

• MongoDB can be 
clustered to deal with 
high traffic

http://flowwatch.cgtf.net/


TOP 10 APP



Statistics of Each APP 



TOP 10 IP



Detail of Application



Detail of IP



Detail of Flow



Deployed at BDREN

BDREN, throughput reaches 10Gbps



Deployed at ThaiREN and LEARN

ThaiREN LEARN



• Open Source:

• https://github.com/gmazoyer/looking-glass

• 5 commands

• Query speed limit for security

• More partners is welcomed

CGTF Looking Glass

• Connect with partner’s router: 7 partners

• Link to partner’s Looking Glass: 3 partners

https://lg.cgtf.net

https://lg.cgtf.net/


Our Work on LG

• Paper:  
“Discovering 
obscure 
looking glass 
sites on the 
web to 
facilitate 
internet 
measurement 
research”——
CoNEXT’21

• 2500 LGs



• 1,446 known LG VPs in 386 cities of 75 countries

• 910 obscure LG VPs in 282 cities in 55 countries

✓The 910 obscure VPs cover 8 
exclusive countries and 160 
exclusive cities, where no 
known LG VPs have been 
found before

✓The 8 countries are mainly 
distributed in East Africa 
and South Asia 

Obscure Looking Glass Sites 

https://github.com/zhuangshuying18/discover_obscure_LG



CGTF RIS

We have established BGP session with 15 partners.

Configuration manual can be accessed at

https://www.bgper.net/index.php/document/

No. Partner No. Partner

1 APAN-JP 9 MYREN

2 AARNET 10 PERN

3 BDREN 11 REANNZ

4 CERNET 12 SINGAREN

5 HARNET 13 ThaiSARN

6 ITB 14 TransPAC

7 KREONET 15 NREN

8 LEARN

https://bgp.cgtf.net

https://www.bgper.net/index.php/document/
https://bgp.cgtf.net/


• Hijacking Detection

• Hijacking Statistics

• Dashboard:AS info

• Routing Search：
• forward, reverse, bi-direction

• Subscribe, Alarming

BGP Routing Monitoring and Analysis: BGPWatch



• Knowledge-based real-tIme BGP hIjacking Detection System

• Public BGP event reporting servcie

• Based on MOAS(subMOAS) 

• Rely on Domain Knowledge （ROA，IRR，AS relationship etc)

• URL: https://bgpwatch.cgtf.net

Hijacking Detection

https://bgpwatch.cgtf.net/


Features --- Event level evaluation

• Evaluate event impact based on importance of AS and prefix.



Overview---Statistics for Anomaly Events

Do statistics by country/region, AS, and by yearly, monthly, weekly, and daily



•截屏2022-07-31 下午7.17.42

•截屏2022-07-31 下午7.18.17

DashBoard --Basic Info

Support Prefix Searching



Key Peers Information

Prefix Exchange of Key Partners



Routing Path Search

Put a prefix or an IP, they can be either IPv4 or IPv6. Return paths of  all sub networks and super 

networks of the input prefix. Group Prefixes with the same routing path.



Reverse Routing Path

• With better interactivity
• Can display the path to a prefix
• Support search
• The number of layers to display can be selected



Comments and 
Suggestion?


