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PRE-CHECKS

term valid {
from {
protocol bgp;

validation-database valid;

}
then {

validation-state valid;
next policy;
}
}

term invalid {
from {
protocol bgp;

validation-database invalid;

}

then {
validation-state invalid;
next policy;

}

}

~(R)
/

term unknown {
from {
protocol bgp;
validation-database unknown;
}
then {
validation-state unknown;
next policy;
}
}
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PRE-CHECKS

Invalid Route
116.90.135.0/24 23838 Solarix Networks Limited
203.98.48.0/24 38748 Vodafone New Zealand Limited

203.167.131.0/24 4768 Vodafone New Zealand Limited
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TURN IT ON

term valid {
from {
protocol bgp;

validation-database valid;

}
then {

validation-state valid;
next policy;
}
}

term invalid {
from {
protocol bgp;

validation-database invalid;

}
then {

validation-state invalid;
reject;
}
}

~(R)
/

term unknown {
from {
protocol bgp;
validation-database unknown;
}
then {
validation-state unknown;
next policy;
}
}
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"RPKI TEST C

a RIPE Labs experiment in collaboration with Job Snijders/NTT
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http://sg-pub.ripe.net/jasper/rpki-web-test
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POST-CHECKS
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DIAGNOSING ISSUES

eee00 Spark LTE 4:08 PM 75% Wl eee00 Spark LTE 4:08 PM 75% Wl
{ Messages Member Details { Messages Member Details
| can't reach my service
provider's network
Oh! RPKI might be
Odd. One sec, let me dropping it
look into it

Yep, that's it. Temporarily
They're not advertising whitelisted. How's that?
their subnet to us

They say that they are
Awesome! Can you ask

Hmmm... I'm not seeing them to update their

it ROAs?
No problem. All done

Yeah, definitely not there Great! I'll remaove it from
the whitelist

Working now!

= (4] (O] 0O
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WHAT’S CHANGED SINCE 2019
* |In 2019 no one did ROV

— ~5000 invalids seen

* Now, most IXs and our commodity Internet provider do ROV
— ~100 invalids seen
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RPKI - ROV

WHAT’S CHANGED SINCE 2019
* |In 2019 no one did ROV

— ~5000 invalids seen

* Now, most IXs and our commodity Internet provider do ROV
— ~100 invalids seen

Is there still value in me doing it? Yes!
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