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RPKI - ROV

REANNZ PEERINGS

• Internet

• NREN

• Private Interconnects

• Member (Internet Service Handovers)

Seattle

HonoluluSydney

Guam

Auckland

Wellington

Christchurch
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RPKI - ROV

PRE-CHECKS

term invalid {

from {

protocol bgp;

validation-database invalid;

}

then {

validation-state invalid;

next policy;

}

}

term valid {

from {

protocol bgp;

validation-database valid;

}

then {

validation-state valid;

next policy;

}

}

term unknown {

from {

protocol bgp;

validation-database unknown;

}

then {

validation-state unknown;

next policy;

}

}
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RPKI - ROV

PRE-CHECKS
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PRE-CHECKS
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RPKI - ROV

TURN IT ON

term invalid {

from {

protocol bgp;

validation-database invalid;

}

then {

validation-state invalid;

reject;

}

}

term valid {

from {

protocol bgp;

validation-database valid;

}

then {

validation-state valid;

next policy;

}

}

term unknown {

from {

protocol bgp;

validation-database unknown;

}

then {

validation-state unknown;

next policy;

}

}
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RPKI - ROV

TURN IT ON

http://sg-pub.ripe.net/jasper/rpki-web-test

http://sg-pub.ripe.net/jasper/rpki-web-test
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RPKI - ROV

POST-CHECKS
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RPKI - ROV

DIAGNOSING ISSUES
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RPKI - ROV

WHAT’S CHANGED SINCE 2019

• In 2019 no one did ROV
– ~5000 invalids seen

• Now, most IXs and our commodity Internet provider do ROV
– ~100 invalids seen
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RPKI - ROV

WHAT’S CHANGED SINCE 2019

• In 2019 no one did ROV
– ~5000 invalids seen

• Now, most IXs and our commodity Internet provider do ROV
– ~100 invalids seen

Is there still value in me doing it? Yes!


