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• Gives and statistical graphical overview of BGP hijack detection

• Victim & Attacker pie charts and bar charts on count of hijacked Prefix 
numbers are informational and useful

• Hijack and Sub-Hijack detection

• Suggestion on Visual improvements

• Visual directional relationship from attacker to victim 

• Zooming of Map

• Larger view/pop-out view of other surrounding windows
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• Gives real time anomaly detection as well historical events

• Can filter the events based on type of attack, level of harm, time 
happened, duration of attack and keywords (ASN, IP prefix, Country 
etc.)

• Can find the ongoing hijack detection

• Didn’t find any anomalies related to our ASN AS38229

• Attacker:LK or Victim:LK also didn’t give any result
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• Mitigation feature support is highly required

• Monitoring or alerting system for AS path change to a selected 
destination 

• API for receiving data to display on partner customized applications and 
monitoring systems

• Some topologies does not show ASN details when hovering over the 
ASN nodes
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Email: lalantha@learn.ac.lk
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