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Home Page

Gives and statistical graphical overview of BGP hijack detection

Victim & Attacker pie charts and bar charts on count of hijacked Prefix
numbers are informational and useful

Hijack and Sub-Hijack detection
Suggestion on Visual improvements

Visual directional relationship from attacker to victim
Zooming of Map

Larger view/pop-out view of other surrounding windows
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Overview
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Overview
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Anomaly detection

Dll“lml‘llh BGPWatch Home Overview Anamaly DashBoard RoutingPath Country/Region Organization Subscribe ‘ % dhammika
Select event type Select harm level Time zone Select time period (by Start Time) Duration Salect for avent by keywords
Ongoing Possible Hijack All GMT+5 2023-03-04 12:35:06 - 2023-03-14 12:35:06 [m
Event Type Lewvel Event Info Prafix Mum Prefix Start Time & End Time Duration Detail
Ongoing Possible Victim:US/AS834 (IPXO) 2023-03-14 ;
1 z i 1 108.165.62.0/24 - - detail
Hijack Attacker:US/AS1018{ZAP) 05:59:12
Ongoing Possible Vietim:US/AS834 (IPXO) 2023-03-14 ;
2 : i 1 108.165.35.0/24 - - detail
Hijack Attacker:US/AST1018(ZAF) 05:59:12
Ongoing Possible Victim:US/ASB34 (IPXO) 2023-03-14 ;
3 z licws 1 98.142.245.0/24 - - detail
Hijack Attacker:ID/AST141968(IDMIC-IKADA-AS-ID) 05:01:20
COngoing Possible Victim: TD/AS327802 (MILLICOM-CHAD) 2023-03-14 ‘
- : i 1 154.73.160.0/21 - - detail
Hijack Attacker:/A537544() 02:22:38
Onaaineg Prssible Vietim HSSASR34 NIPXOH MN23-N3-14
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Anomaly detection

Gives real time anomaly detection as well historical events

Can filter the events based on type of attack, level of harm, time

happened, duration of attack and keywords (ASN, IP prefix, Country
etc.)

Can find the ongoing hijack detection

Didn’t find any anomalies related to our ASN AS38229

Attacker:LK or Victim:LK also didn’t give any result
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Anomaly detection — Detailed view part 1

43.229.152.0/24-hijack1678635084 Ongoing Possible Hijack Events

Victim AS: 21859 Hijacker AS: 54021
hlgh IeVEI Victim Country: US ( United States ) Hijacker Country: HK {Hong Kong)

Ongoing Possible Hijack Events Victim Description: ZEN-ECN Hijacker Description: Metwork-Transit

Start Time: 2023-03-12 15:31:24 Erid Tima1 =

During Time: no data
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Anomaly detection — Detailed view part 2

Website: WWW.ZZDENgYUan.com www. clxkjx.com www.ahvi.com.cn www.cheyinz.cn www.yongchangcizhuang.com WWW.Sansi.cn WWW.musooguitars.com
WWW.ZZygzy.cn www.chinabw.net www.yzsda.com.cn www.eastensound.com wwnw.zzwx 100.com www.zddown.com.cn www.xmklj.cn
www.barula.cn www.rouzila.cn www. dyexpo.cn www.91al.com www. hxjrsy. com www.wxthm1688.com WWW.CCYTyao.com
www.crmkj.com www.newhonest.com wyw.cinm.hk www.jbshj.cn www.houshimy.com www.chaoshenghic.com.cn wwnw. hinssj.com
WWW.ZZPS[X.CN W, oo oo WWW.SCJXNIT.COM Www.yUgongzengyang.com www.sy165.com.cn woww. hnlodg.cn www.zjlvsen.cn

www. hntlkjssws.com www.chinaflanges.cn www.zgsdaw.com www.dayig.cn www.ypkj.com www. 676767 .com www.dasxiong.cn
www.hongsys.com www.shlinzhi.cn www jlydja.com www.tshskj.cn www.yxyz6974.com www.clzyjz.com www.sysmfl.com
wonw.yalijixie.com www.cwjkw.cn wwnn. 158037 1.com WWW.Zggys.com wowrw.kmklhs.cn www.yytianbao.com wwrw. 0432 com

www.chongdiandian.com.cn WWW. YENgjUwWU.cn www.hzshunfa.cn www.jianghaihuanbao.com.cn www. 13563818739.com www.seanpharma.com
www.xmbygg.com www.mianshaozhuanjigi.com www. hbshutong.cn www.lisozipper.com www.ruyifood.cn www. hongruijixie.com www.kejte.cn
wwnw EFFEHE . com wwiw.hyjn.com.cn www.diawan.club www.clhongganji.com www.firstpacifics.com www.chinapcb.hk www.3e-sky.cn
www.skxdtjd.com www.szdyhy.cn www.bj-xbl.com www.syztyb.com www. EIEE . com www.alicungu.com www.62444311.com
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Anomaly detection — Detailed view part 3

. Event review

13 Sun, 12 Mar 2023 15:31:26 GMT
49673 ——3> 12389 —— > 21859

' 64021

44393 ——> 35710 ——> 10099 ——> 9929 ——> 4134 —> 4809 —> 23764 —> i i)

' 17639 —> 64050 ——> 137451
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Anomaly detection — Detailed view part 4

17639 » 15412
/]
21859
7

49673 » 12389
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Anomaly detection — Verification

@ www.hongsys.com ke

ztting Started E] dynamips D S5LT @ edulD Login E] APMIC | E] Misc E] Metwork Docs E] LEARM E] iarm E] lao E] Zoom

The connection has timed out

The server at www.hongsys.com is taking too long to respond.

* The site could be temporarily unavailable or too busy. Try again in a few moments.
« If you are unable to load any pages, check your computer's network connection.

« |f your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access
the web.

Try Again

[«
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Anomaly detection — LEARN ASN

Dnl‘nﬂﬂnlﬂh BGPWatch Home Overview Anomaly DashBoard RoutingPath Country/Region Organization Subscribe
Select event type Select harm level Time Select time period (by Start Time) Duration Select for event by
zone keywords
All All 2020-01-0100:00:00 - 2023-03-14 00:00:00 (m

+5 AS38229

Event Start Time End Time Duration
Level Event Info Prefix Mum Prefix Detail

Type -

Mo Data

Total 0

CGTF | BGPer | Gperf | Looking Glass | BGP Share | CyberBank | BGP Watch | Flow Watch

pnr'aunnlll BGPWatch
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ashboard

Dlll'allllnlall BGPWatch Home Overview

Anomaly DashBoard

ASN 38229 Q

Basic IPvd Peers

38229 Sri Lanka LEARN-LK

IPv4 Prefix Count

IPv4 Address Size(/24)

03-0903-1003-11 03-1203-1303-14 03-0903-1003-11 03-1203-1303-14

1Pv4 Prefix

Count

0 prefix
17 18 19 20 21 22 24 25 27 a0 at gz endl

. Selected Q

1 192.248.0.0117

Prefix

RoutingPath

Country/Region Organization Subscribe

IPvé Peers

Lanka Education and Research
Network

IPv6 Prefix Count

03-0903-1003-11 03-1203-1303-14

03-0903-10 03-11 03-1203-1303-14

IPv6 Prefix

prefix
length

Click on the column above
the corresponding prefix will be displayed in the table

ARN National Research and Education Network of Sri Lanka



Dashboard — IPv4 Peers

Dlll'a[lllnlall BGPWatch Home Overview Anomaly DashBoard RoutingPath Country/Region Organization Subscribe
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Dashboard — IPv4 Peers

AS neighbors

9329

9885

18001

23855

45489

132124

Organization

Sri Lanka Telecom
Ltd

Mational
Knowledge

Network

Dialog Axiata Plc

SingAREN

Sri Lanka Telecom
Ltd

Information and
Communication
Technology
Agency of Sri
Lanka

All IPv4 Neighbors

Country/Regien

AS customer cone Relationship
Sri Lanka 9 peer
India a3 provider
Sri Lanka 11 provider
Singapore 105 provider
Sri Lanka 56 provider
Sri Lanka 1 peer

Export

1

Import

163

18532
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Routing Path (Forward)

Dnl'aﬂlllllﬂll BGPWatch Home Overview Anomaly DashBoard RoutingPath - Country/Region Organization Subscribe

APAN- BIAARNETEN BEDREN S CERNET SIHARNE KREONE MYREN @ w w SINGAREMThaiREN

You can input an IP address or prefix address. For example:
1.0.0.0/16, 2001:200::/32. The system will return all the subset and superset network of it.

13.104.0.0/14 AS path

13.107.6.0/24 Prefix Total

IP 13.107.6.156 Q

8068

AS Name:MICROSOFT-CORP-MSN-AS-BLOCK
Org: Microsoft Corporation
Country: us
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Reverse Routing Path

D[Irallllnlall BGPWatch Home Overview Anomaly DashBoard RoutingPath - Country/Region

You can input an IP or prefix, such as 1.0.205.

Prafi
o 192881 The system will search the best matched prefi

2=2ppos s

192.248.0.0/17
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Reverse Routing Topology

D [II'IIIII]III:II] BGPWatch Home Overview Anomaly DashBoard RoutingPath Country/Region Organization Subscribe

You can input an IP or prefix, such as 1.0.205.0, 1.0.205.0/24 or 2001:200::/32.

Eibs 192.248.0.0/17 The system will search the best matched prefix and return the reverse routing tree.

192.248.0.0/17 2066 g ' - o
{2D23'D3'1 4] L g 1. ) ASN 7575

: 38229
18001 eIy RO
” % : LS 1

1192.248.0.017
R

37T

L7 @ 'ayerd
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+ Zoom - Zoom
layars
layeard

| layers

kalhl BGPWatch CGTF BGPer Gperf Locking Glass BGP Share CyberBank BGP Watch Flow Watch

LEA RN National Research and Education Network of Sri Lanka



Bi-Routing Path

Dlll'allllnlall BGPWatch Home Overview Anomaly DashBoard RoutingPath Country/Region Organization Subscribe
Left IP 115.24.128.017 87.237.165.0/24 Right IP
Example: 2a0f:9340:10::/48 <> 2001:7f8:e7::/48 )
Example: 2.22.238.0/23 <> 185.193.84.0/22

115.24.128.0/17 to 87.237.165.0/24

87.237.165.0/24 to 115.24.128.0/17

115.24.128.017 @ @ @ @ B7.237.165.0/24

D Dragonlah BGPWatch CGTF | BGPer | Gperf | Locking Glass | BGP Share | CyberBank | BGP Watch | Flow Watch
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AS Rank Topology

Dnraﬂﬂﬂlah BGPWatch Home Overview Anomaly DashBoard RoutingPath Country/Region Organization Subscribe
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AS Rank Topology - Filtering

search By cone

- P2P P2C

AS in the region:24
AS in the graph:5
Link in the region:125
Link in the graph:4

=500
500

[2,60)

asRank-topo-LK
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AS Rank Topology - Filtering

—— P2P P2 ~ asRank-topo-LK _
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AS in the graph:100 b, WL -’ e
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Some more suggestions

Mitigation feature support is highly required

Monitoring or alerting system for AS path change to a selected
destination

API for receiving data to display on partner customized applications and
monitoring systems

Some topologies does not show ASN details when hovering over the
ASN nodes
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Lanka Education and Research Network

Thank You

Dhammika Lalantha/LEARN

Email: lalantha@learn.ac.lk

L EA RN National Research and Education Network of Sri Lanka



	Slide 1
	Slide41
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide34

