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Data Plan Detection

• Choose probes in certain 

ASes

• Choose destinations from 

the hijacked prefixes

• Do Probing

• Calculate Correlation 

Coefficient

• Vector X:
For each prober, set to 0 if located in the 

affected AS; otherwise, set to 1.

• Vector Y:
For probe result from each prober, set to 1 if 

reachable; otherwise, set to 0.

Correlation Coefficient：



Anomaly – Detail

• Data Plane Detection

• Not Done: 

No measurable target found

• No Result:  

Probed, but received no results

• Not Hijack: 

Correlation Coefficient = 0 

• Low Possible:  

Correlation Coefficient < 0.6

• High Possible: 

Correlation Coefficient >= 0.6



Anomaly

• Impact Range
• <10%: Fewer than 10% of ASNs in the replay path are affected.

• >=10%: More than 10% of ASNs in the replay path are affected.

• >=50%: More than 10% of ASNs in the replay path are affected.



Path Anomaly Detection: Combining Link 
Prediction and Rules

• Link prediction is used to find suspicious unseen links,  

and rules are used to improve the confidence level.

• Two Type Events:

• New Link:    New and Suspicious Link

• New AS: New and Suspicious AS

• Possible

• Low Possible:       Confidence level < 0

• Middle Possible:   Confidence level = 0

• High Possible:       Confidence level > 0



Path Anomaly



Path Anomaly Detail – Suspicious New Link

Reason:

Detour of domestic traffic 

(58173,GB) (6762,IT) (9002,GB)

The suspicious AS and link are 

marked red.



Reason:

ASN61974 is not the last hop.

All the paths affected.

Path Anomaly Detail – Suspicious New AS



Homepage

• Impact Range

• <10%, >=10%, >=50%

• Data Plane Detection

• Not Done, No Result, Not 

Hijack, Low Possible, High 

Possible

• Level

• Low, Middle, High

• Status

• Ongoing, Finish

• Event Type

• Subhijack, Hijack



Dashboard



Routing Path – Daily Bogon

Support searching by continent, economy, and ASN



Objectives Work Plan Tentative Timeline

Develop an integrated Looking Glass 

platform

Find obscure Looking Glass VP regularly Dec. 2023 Done

Develop integrated Looking Glass platform Feb. 2024 Done

Develop Looking Glass API Mar. 2024 Done

Use Looking Glass to further check 

routing hijacking at the data plan

Develop data plan detection method and decision 

algorithm 
June 2024 Done

Integrate the algorithm to the system Aug. 2024 Done

Implement  path hijacking detection and 

routing leak detection methods

Develop path hijacking detection method Nov. 2024 Done

Develop routing leak detection method Jan. 2025

Continue to maintain and fix bugs in the 

BGPWatch platform 
Continually test and get suggestions from user

Throughout the entire 

project duration

Continue community development and 

engagement, and international 

collaboration

The second phase of the project (Dec.06, 2023 – June 06, 

2025 (18 months))

Welcome new partners to join!

Throughout the entire 

project duration

Future Work Plan



Continue to Secure New Funds

◎Two topics are considered:

◎Source Address Validation deployment measurement

◎Achieving realistic routing policy through multiple resources



Source Address Validation (SAV)

IP Spoofing

⚫ OSAV: 

◼ Filter outbound packets

◼ Block the source of an attack

⚫ ISAV: 

◼ Filter inbound packets

◼ Protect victims

⚫ IP spoofing: Use fake source address for attack

⚫ SAV: 

◼ Filter spoofed packets

◼ Defined in RFC 2827 (BCP 38) and RFC 3704 (BCP 84)



ISAV Deployment Measurement

Rumors Stop with the Wise: Unveiling Inbound SAV Deployment through 

Spoofed ICMP Messages, IMC2024

• Two novel methods

• ICMP unreachable method

• ICMP fragmentation method

• Goal: Send “Rumors” to find the “Wise”

Spoofed ICMP 

Messages

Networks with 

ISAV

Complementary

ICMP unreachable method

⚫ Supported by a wider range of 

target operating systems

ICMP fragmentation method

⚫ Does not require an open TCP port of 

the target

Spoofed ICMP

Responses

ICMP_Sonar

Networks



ISAV Detection Results

⚫ About 60% IPv4 ASes and 46% IPv6 ASes have deployed (or partially deployed) ISAV, 

much higher than previously reported.

⚫ Widely distributed targets help capture deployment status more accurately.

IP Version Level No ISAV ISAV Partial ISAV Sum

IPv4
AS 23,700 6,509 28,682 58,891

Subnet /24 1,406,663 1,161,444 959,344 3,527,451

IPv6
AS 4,518 1,115 2,731 8,364

Subnet /40 12,775 6,062 5,886 24,723



Achieving Realistic Routing Policy through 
Multiple Resources

CDF of ASes with different routing policyExample of routing policy



Comments / Suggestions?

Contact us at: 

sec@cgtf.net

mailto:sec@cgtf.net
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